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CEH v13 Package inclusions & validity are as below:

Package Component CEH Elite v13 CEH v13
e-Courseware 2 years 2 years
Exam Voucher 1 year 1 year
Exam Retakes* 1 X

Ethical Hacking Videos 1year 1Year
EC-Council Labs 6 months X
C|EH Engage 1year X

Global C|EH Challenge 1 year X

C| EH Practical 1 year X
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A. Accessing The C|EH v13 Program Dashboard

1.Login to your Aspen account at https://aspen.eccouncil.org/. If not already registered, click Register to
create a free account.

Login

Jsername ~

Password *
& Register &, Forgot Password?

2.You will be redirected to the My Courses page. Click SUBMIT SUBSCRIPTION/DASHBOARD CODE.

Note: Subscription code is an alphanumeric code provided by your learning partner (ATC).

Ec-cn“ncil Training v Training Partner v Instructor v Codered About v

My Courses [ ]

3.In Submit Subscription Code prompt, enter your subscription code and click SUBMIT.
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https://aspen.eccouncil.org/

Subscription Code

= =

A

4.You will see a thank you message. Click OK.

5.Scroll down the My Courses page to the Certified Ethical Hacker v13 section. You will see all your C|EH

package content listed here.

Note: Your dashboard will vary based on your CEH Package, and some features may appear disabled.
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CEHv13 Elite Dashboard:

Certified Ethical Hacker V13 User Guide ;,: ;;|
o—
r A r A r A r A r A
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS
Pending Pending Pending N/A
L - L . L 4 L 4 L -
r A r A r al r A
ETHICAL HACKING _ GLOBAL C|EH
C|EH ENGAGE OFFICIAL LAB
VIDEO COURSES CHALLENGE
= = =
L - L . L 4 L 4
r "
C|EH PRACTICAL
L -

Click on the “marked icon” on the top right-hand side of the dashboard page to see package inclusions
and their respective validity:

Certified Ethical Hacker V13 User Guide l He

r A r A r il r il r il
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS
Pending Pending Pending N/A

L J L | L . L . L J
r A r il r A r A

ETHICAL HACKING CIEH ENGAGE OFFICIAL LAB GLOBAL C|EH

VIDEO COURSES CHALLENGE

=3 =3 = [eaizncel

L J L | L . L .
r A

C|EH PRACTICAL

6.You can click on the User guide link to download a copy of this Dashboard User Guide.
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EC-Council rrsining «

Training Partner v Instructor v Codered About v

Certified Ethical Hacker v13 [ User Guide

7.You can also click on the icon on the top right-hand side of the Certified Ethical Hacker v13 section to see
package inclusions and their respective validity.

Certified Ethical Hacker v13 User Guide

ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS

Pending Pending Pending N/a

L - L - L - L - L -

8.A new window with package inclusions & validity opens up as below. Click Close.

C|EH Elite

Certified Ethical MHacker
Package Component validity
eCourseware* v 9/20/2025
Exam Voucher*™ v 1year
Exam Retakes*™* N 1
Ethical Hacking Videos* N4 9/20/2025
ECC Labs* N4 3/19/2025
C|EH Engage” N4 9/20/2025
Global C|EH Challenge* v 9/20/2025
C|EH Practical*™* N4 9/20/2025

* Valid from the date of activation.

**Exam Voucher- Valid for 1 year from the date of evaluation
submission.

***Maximum 1 retake is allowed per year as per exam retake policy.
****C|EH Practical dashboard code shall be activated upon clicking
on "Ok Proceed" within the exam dashboard.

IMPORTANT: Post submission of your evaluation you can chose to
take either of the CEH exams in any order.
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9.Click on the TRAINING button to access the CEH v13 Training Dashboard.

Certified Ethical Hacker v13 User Guide i,: ;;l

r | r = r = r ! r |

ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS

Pending Pending Pending N/A

[ . [ - L - . - [ .
r | r = r = r !

ETHICAL HACKING _ GLOBAL C|EH

C|EH ENCACGCE OFFICIAL LAB
VIDEO COURSES CHALLENCGE
=3 =3 =3
[ . [ . L _I . -
r !
C|EH PRACTICAL

L .|

10.You will be redirected to CEH Training Dashboard. Different elements of the dashboard are highlighted
below:

Home
EC-Council
al +
CEH Competition Dashboard
CEHVI3 Modules And Competitions
0 CEMV-I3 Modules CEH Competitions
Module 00 Student Mroduction Current Competitions ~
Module 01 roduct ek
Mackin
b +
Module 02 Fooprinting and
festERRsInn Future Competitions ~
Module O3 Scanning Networks
- +
Module Ok Enumeratoe
Module 05 Vuinerability Anaslysis Past Competitions -~
~
. S
s " [
Module 06 System Hacking
+
Module 07 Mabware Threats
Module 08 Sniffing > - - .
Module 09 Socal Lngineering
- +
Module 10 Demial-of-Service e o
,,,,,, >
+
CEM Engage Part \
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\1/ CEHv13 Modules: This section contains all CEH modules from Modules 01 —20. You can click on any module
name to navigate to the module.

\?J CEHv13 eCourseware: This is the CEHv13 eCourseware. You can click OPEN E-BOOK to access the study
guide for the respective modules.

\3/ CEHv13 Practice Labs: This section contains lab exercises. Each module offers extensive hands-on lab
components that allow you to practice the techniques and procedures taught in the program in real time on
live machines. You can lick LAUNCH LAB to launch the lab range for the respective module.

\4/ CEH Engage: C|EH Engage is a 4-phase engagement that requires students to think critically and test the
knowledge and skills gained by capturing a series of flags in each phase, demonstrating the live application of
skills and abilities in a consequence-free environment through EC-Council's new Cyber Range.

\5/ CEH Competitions: This section contains CEH global competitions. These challenges occur monthly,
providing capture-the-flag style competitions that expose students to various new technologies and platforms.
Our Compete structure lets ethical hackers fight their way to the top of the leaderboard each month in these
4-hour curated CTFs with real operating systems, networks, tools, and vulnerabilities to practice, engage,
compete, build, and hone their cyber skills against various new target organizations.

@ CEH Competition Dashboard: This section holds CEH Competition Dashboard.
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B. Accessing C|EH v13 Labs
11.Go to the module you are studying and click LAUNCH LAB, as shown below.

Module 02 Footprinting and Reconnaissance CEH Competitions

Module 00 Student Introduction

Current Competitions ~
Module 01 Introduction to Ethical
Hacking
WebConfig Wreckers (Sept) +
Module 02 Footprinting and
Reconnaissance
Future Competitions ~

Module 03 Scanning Networks

Ransomware/Malware Analysis
Module 04 Enumeration )

Module 05 Vulnerability Analysis Past Competitions v

CEH Engage Part |
Module 06 System Hacking
Module 07 Malware Threats
Module 08 Sniffing

= ’
LAUNCH ECC LAB

Module 09 Social Engineering

Module 10 Denial-of-Service

MARK COMPLETE

CEH Engage Part Il

12.After clicking the Launch button, Your lab environment is being built page appears.

Note: It will take 2-5 minutes for the environment to be built.

[<] 25 labclient. com/LabClient, 5 bd2-3740a4ab3d98 R=3 = o

™ Your lab environment is being built

Your lab will be ready in about 2 minu tes an d 50 second is
-

13.0nce the lab environment is built, you will be redirected to the following lab page.
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(6] 25 labclient.labondemand.com/LabClient/353e66e4-b3fe-4adb-8bd2-3740a4ab3d98 4 bl o

Windows 11 v

EC-Council X Exit Lab
Instructions  Resources [}

Module 02: Footprinting

° 2 and Reconnaissance
L] Scenario

Reconnaissance refers to collecting information about
a target, which is the first step in any attack on a
system. It has its roots in military operations, where
the term refers to the mission of collecting
information about an enemy. Reconnaissance helps
attackers narrow down the scope of their efforts and
aids in the selection of weapons of attack. Attackers
use the gathered information to create a blueprint, or
“footprint,” of the organization, which helps them
select the most effective strategy to compromise the
system and network security.

Thursday, September 19

Similarly, the security assessment of a system or
network starts with the reconnaissance and
footprinting of the target. Ethical hackers and
penetration (pen) testers must collect enough
information about the target of the evaluation before
initiating assessments. Ethical hackers and pen
testers should simulate all the steps that an attacker

3 Hr 49 Min Remaining

14.In the Platform you will be able to view the instructions that should be performed during the lab, at the
right pane.

c 25 labclient.labondemand.com/LabClient/353e66e4-b3fe-4adb-8bd2-3740adab3d98 * & 0

Windows 11 v
EC-Council X Exit Lab
Instructions  Resources [2 -}

Module 02: Footprinting
and Reconnaissance

Scenario

Reconnaissance refers to collecting information about
a target, which is the first step in any attack on a
system. It has its roots in military operations, where
the term refers to the mission of collecting
information about an enemy. Reconnaissance helps
attackers narrow down the scope of their efforts and
aids in the selection of weapons of attack. Attackers
use the gathered information to create a blueprint, or
“footprint,” of the organization, which helps them
select the most effective strategy to compromise the
system and network security.

Thursday, September 19

Similarly, the security assessment of a system or
network starts with the reconnaissance and
footprinting of the target. Ethical hackers and
penetration (pen) testers must collect enough
information about the target of the evaluation before
initiating assessments. Ethical hackers and pen
testers should simulate all the steps that an attacker

Next ind

3 Hr 49 Min Remaining

15.In the first page the lab objectives and lab tasks will be present. To perform the Labs click on the Next
button present at the bottom right of the page.
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Windows 11 v

EC-Council X Exit Lab

Instructions  Resources (2%
Lab Tasks

Ethical hackers or pen testers use numerous tools

([ ] and techniques to collect information about the
target. Recommended labs that will assist you in
[ J learning various footprinting techniques include

1. Perform footprinting through search engines

Thursday, September 19
o Gather information using advanced Google
hacking techniques

2. Perform footprinting through Internet Research
Services

o Find the company’s domains, sub-domains,
and Hosts using Netcraft and DNSdumpster

3. Perform footprinting through social networking
sites

o Gather personal information from various
social networking sites using Sherlock

4. Perform Whois footprinting
o Perform Whois lookup using DomainTools

5. Perform DNS footprinting

3 Hr 44 Min Remaining

16.In the Labs page, you need to perform each step provided under the Lab tasks and check the provided
checkbox.

Windows 11 v

EC-Council X Exit Lab

Instructions ~ Resources (2]

Task 1: Gather Information

- using Advanced Google
Hacking Techniques |
°
Advanced Google hacking refers to the art of
creating complex search engine queries by employing
ThurSdayr September 19 advanced Google operators to extract sensitive or
hidden information about a target company from the

Google search results. This can provide information
about websites that are vulnerable to exploitation.

B Here, we will consider EC-Council as a
target organization. However, you can select
a target organization of your choice.

1. By default, Windows 11 machine selected,
click EJ Ctri+Alt+Delete and login with
Admin/Pa$$wOrd.

Q Alternatively, you can also click
Ctrl+Alt+Delete button under
Windows 11 machine thumbnail in

+  Previous ] [ Next d

3 Hr 41 Min Remaining

17.To switch between machines, present in the lab you can

e Use the buttons present in the instructions
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Eﬂ-ﬂﬂllllcil X Exit Lab

Instructions Resources © 0

B Here, we are gathering information about
Elon Musk. However, you can select a target
of your choice.

1. Turn on the Parrot Security virtual machine

2. Click I@ Parrot Security |to switch to
Parrot machine, and login with
attacker/toor. Open a Terminal window and
execute sudo su to run the programs as a
root user (When prompted, enter the

. password toor) '

e Switch to the Resources tab and click on the desired machine, here, you will find the username
and password of the machine, Ctrl+Alt+Del button to activate the machine and Open in New
Window button to open the selected machine in new window.

EC-Council X Exit Lab

Instructions Resources @ =
Use e = :
Passwo =

Ctri+Alt+Delete

&) Open in New Window

- Windows Server 2019
- Parrot Security

e Click on the machine name drop down and select the desired machine

Windows 11 v

Windows 11
Windows Server 2019

Parrot Security
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18.After completing each task, you will have questions pertaining to the previous task you need to enter the
answer in the answer box and click on Score.

Question 2.1.1.1

Score

19.1f the answer is correct you will receive Correct as a response.

Question 2.11.1

Score

v/ Cc

20.If the answer is incorrect you will receive Incorrect as a response.

Question 2.1.1.1

Score
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21.If you want to navigate to the previous lab you can click on Previous button, if you want to navigate to the
next lab you can click on Next button present at the bottom of the page. There is a timer at the bottom of the
console which shows the remaining time left to complete the lab.

«  Previous Next -

3 Hr 24 Min Remaining

22. By clicking on the Keyboard icon at the top of the page you can view the keyboard options

@ 2 o3 Windows 11 v

Ctri+Alt+Delete
ALT+Tab
Windows Key
Type Text
Revert Machine

Virtual Keyboard

23.Similarly click on the Computer icon to view the options pertaining to the system from where you can
reboot/restart the current machine you are working on.
&a g 1 Windows 11 v

Reconnect
Pause
Reset/Reboot
Power Off

Fit Window to Machine

Open in New Window

Split Windows

Reset Internet Gateway
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24.To view the lab in full screen you can click on Full Screen icon

8 8.

Windows 11 v

25.After performing all the tasks ensure that you have answer all the questions and checked all the
checkboxes pertaining to the instructions and at the end of the lab you will find Check this box to confirm

completion of this module checkbox, check that box and click on Submit.

Instructions Resources

0 u

module.

Check this box to confirm completion of this

[ — Previous ]

Submit

26.After submitting the exam you will receive a Are you sure you want to submit for grading? Message click

on Yes.

Yes No, not yet

Are you sure you want to submit for grading?
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EC-Council
C. Accessing CEH Engage Cyber Range

27.Select CEH Engage Part | and click LAUNCH LAB (ENGAGE).

CEH Engage Part | CEH Competitions

Module 00 Student Introduction

Current Competitions v
Module 01 Introduction to Ethical
Hacking
Future Competitions v
Module 02 Footprinting and
Reconnaissance
Past Competitions v

Module 03 Scanning Networks

Module 04 Enumeration

LAUNCH PRACTICE RANGE

Module 05 Vulnerability Analysis

[ CEH Engage Part | ]

MARK COMPLETE
Module 06 System Hacking

28.Upon clicking on the Launch button, you will be redirected to the following page, wait while the
environment is built.

Note: It will take 2-5 minutes for the environment to be built.

— Your lab environment is being built
Your lab will be ready in about 3 minutes.
o

29.You will be redirected to the CEHv13 Skill check. At the left pane, you will find:

A. Instructions
B. Next button to navigate to the next page
C. Time remaining in the lab

EH Workstation - 2 ~

X Exit Lab

00

CEH Engage

Scenario

attacker
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30.The credentials to the machines are provided in the instructions and in the Resources pane.

31.In the instructions you will find the Flags you ned to crack the challenges and enter the answer in the
answer box and click on Submit and Check.

Instructions Resources e =

the CEH Engage.

Flags

Challenge 1:

Submit and Check

Challenge 2:

32.0nce you have answered all the challenges click on Submit and in the next window click Yes to view the

Grading.
Challenge 15:
Submit and Check
[ — Previous ] Submit —
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Are you sure you want to submit for grading?

Yes

No, not yet

D. Accessing CEHv13 Competitions

33.In the CEHv13 Competitions pane, you can view Current, Future, and Past competitions by clicking on the

arrow (V) icon.

CEHV13 Modules And Competitions

CEH Engage Part |

Module 00 Student Introduction

Module 01 Introduction to Ethical
Hacking

Module 02 Footprinting and
Reconnaissance

Module 03 Scanning Networks

Module 04 Enumeration

Module 05 Vulnerability Analysis

CEH Engage Part |

Module 06 System Hacking

LAUNCH PRACTICE RANGE

MARK COMPLETE

CEH Competitions

Current Competitions

WebConfig Wreckers (Sept) +

Future Competitions

Ransomware/Malware Analysis
(Oct)

Past Competitions

Web Application Hacking and Pen+
Testing (Jan)

34.To participate in a competition, expand Current Competition and click the + icon.

CEHV13 Modules And Competitions

CEH Engage Part |

Module 00 Student Introduction

Module 01 Introduction to Ethical
Hacking

Module 02 Footprinting and
Reconnaissance

Module 03 Scanning Networks

Module 04 Enumeration

Module 05 Vulnerability Analysis

CEH Engage Part |

Module 06 System Hacking

LAUNCH PRACTICE RANGE

MARK COMPLETE

CEH Competitions

Current Competitions

WebConfig Wreckers (Sept)

Future Competitions A

Ransomware/Malware Analysis
(Oct)

Past Competitions A

Web Application Hacking and P’en+
Testing (Jan)
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35.Read the competition scenario and click Compete. Note: By participating in the CEH competitions, you
agree to the challenge's rules.

EC-Council Home
CEH Competition Dashboard

CEHV13 Modules And Competitions

CEH Engage Part | CEH Competitions

Module 00 Student Introduction - i Current Competitions -~

Module 01 Introduction to Ethical

Hackin,
9 WebConfig Wreckers (Sept) =

Module 02 Footprinting and
Reconnaissance

Scenario

Module 03 Scanning Networks

OPEN E-BOOK

Module 04 Enumeration

Module 05 Vulnerability Analysis

CEH Engage Part |

Module 06 System Hacking

Module 07 Malware Threats

Module 08 Sniffing

LAUNCH PRACTICE RANGE

Module 09 Social Engineering

36.Upon clicking on the Compete button, you will be redirected to the following page, wait while the
environment is built.

Note: It will take 2-5 minutes for the environment to be built.

~ Your lab environment is being built

Your lab will be ready in about 50 seconds.
[ e—

37.You will be redirected to the Competition. At the left pane, you will find:

A. Instructions
B. Submit button to Submit the competition
C. Time remaining in the competition
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EC-Council X Exit Lab

Instructions  Resources

WebConfig Wreckers

Scenario

File System

Description

O = ]

(03|55 Minutes Remaining

38.Use the given machine to find the answers to the challenges and enter the answers in the answer field and
click Score.

09:43AM 0 ) A O| @& & B EC-Council X Exit Lab

Instructions  Resources

Flags

Challenge 1:

Score

Challenge 2:

File System

Score

Challenge 3:

54 Minutes Remaining

39.0nce you have answered all the challenges click on Submit and in the next window click Yes to view the
Grading.

Are you sure you want to submit for grading?

[ NO' not ver ]
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E. Accessing CEH Competition Dashboard

40.Click the plus (+) icon against CEH Competition Dashboard to display the competition dashboard.

CEH Competition Dashboard

CEHV13 Modules And Competitions

CEH Engage Part | CEH Competitions

Module 00 Student Introduction Current Competitions ~

Module 01 Introduction to Ethical

Hacking WebConfig Wreckers (Sept) +

Module 02 Footprinting and

Reconnaissance Future Competitions -~

Module 03 Scanning Networks
Ransomware/Malware Analysis

Module 04 Enumeration (Oct)

LAUNCH PRACTICE RANGE

Past Competitions ~

Module 05 Vulnerability Analysis

CEH Engage Part |

T T T Web Application Hacking and *
Pen Testing (Jan)
Module 06 System Hacking

41.Click the year of competition from the year drop-down a select competition from the competition drop-
down to view the dashboard for the competition.

CEH Competition Dashboard -

WebConfig Wreckers(Sep) v 2024 v YOU ARE A RED TEAM ANALYST FOR A MAJOR E-COMMERCE COMPANY. THE COMPA ..

M4 wowse  [26.25 Ho ¥226.25 /44100

Since Last Weel

MY RANK AVERAGE SCORE MY SCORE AVERAGE SCORE% MAX POSSIBLE SCORE
User Name Partner Name Rank  Score
= Pranav Arora EC-Counc 1 100 Competed users My Flags Vs Performance Bench Mark
™ Daemon Gibson © EC-Counc 2 100 " //,,/"'A »
B arc Wetten © EC-Counc 3 100 ) 00 //" . —t
— Justin Eapen EC-Counc 4 100 70 v 45 pe
3 Robert Petrunic EC-Council Orders 5 100 % ‘)@ g 5 // 1
B0 Ciprian Maziu XEDUCONET 6 100 ® 8 ///
B8 Einur Khalisoglu EC-Counc 7 100 Qg Po (5] 0~
B3 Duy Ho Wissen Interational 8 100 + ® 0"
=~ Kiran Shankar U EC-Counc 9 100 eekd9 Veek Veek Week
1

B8 Glauber Castelani ACADI-TI 0 100 - y Sco Average Score 2
. . n

42.1f you select the current month's competition above and have not participated in the same, you will be
prompted to compete. Click on Compete to participate in the competition.
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CEH Competition Dashboard

T (CZE |

EC-Council Home

YOU ARE A RED TEAM ANALYST FOR A MAJOR E-COMMERCE COMPANY. THE COMPA ..

F. Accessing Other CEHv13 Addon

page.

CEH Competition Dashboard

CEHv13 Modules And Competitions

CEHv-13 Modules

Module 00 Student Introduction

Module 01 Introduction to Ethical
Hacking

Module 02 Footprinting and
Reconnaissance

Module 03 Scanning Networks
Module 04 Enumeration

Module 05 Vulnerability Analysis

Benefits

43.Click on My Courses from the CEHv13 Training Dashboard to go back to the CEHv13 section on the main

OPEN E-BOOK

CEH Competitions

Current Competitions A

WebConfig Wreckers (Sept) +

Future Competitions A

Ransomware/Malware Analysis
(Oct)

Past Competitions
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I. CEHv13 Course Evaluation

44.0nce your training is complete, you must complete the training evaluation to get an Exam voucher. Click
EVALUATION.

Ec-cnuncil Training v Training Partner v Instructor v Codered About v

Certified Ethical Hacker v13 User Guide ;,55|
O
r A r A r A r A r A
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS

Pending Pending Pending N/A

TRAINING EVALUATION m CERTIFICATE ECE STATUS

L | L | L J L . L .|

GLOBAL C|EH
CHALLENGE

C|EH ENGAGE OFFICIAL LAB

C|EH PRACTICAL

m RETAKE KXAM

45.0n the Course Evaluation page, click on | CONFIRM. PROCEED TO COURSE EVALUATION.

-
Ec-cnuncll Training v Training Partner v Instructor v Codered About v

Course Evaluation

Please confirm you have completed the training and proceed to course evaluation

1| CONFIRM. PROCEED TO COURSE EVALUATION
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46.Fill out the Course Evaluation form and click SUBMIT EVALUATION.

Training v Training Partner v

EC-Council

Instructor v Codered About v

Course Evaluation

Training / Academic Institution Details

Training Center / Academic Institution Name*
nstructor Name*
City Where You Attended Training *

Country Where You Attended Training®

o BACK TO DASHBOARD

Training v Training Partner v

Instructor v Codered About v

Quality of your training facility or campus was :*

Excellent

recommend this course to others ?:*

Please rate the entire course (1/10 stars) :

[ SUBMIT EVALUATION ]
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Note: Post submission of your evaluation you can chose to take either of the CEH exams in any order.

Il. CEH Certification Exam

47.0nce you are ready for the exam, click EXAM. You will be redirected to the CEH EXAM portal,
https://www.eccexam.com/

Ec-council Training v Training Partner v Instructor v Codered About v
Certified Ethical Hacker v13 User Guide ;,E]
r l r l r A r A r A
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS
Pending Pending Pending N/A
L - L - L . L - L -
r o o aor il
ETHICAL HACKING CIEH ENGAGE OFFICIAL LAB GLOBAL C|EH
VIDEO COURSES CHALLENGE
=3 =3 (e ]
L . L | L - L -
r -
C|EH PRACTICAL EXAM RETAKE
RETAKE EXAM
L -

48.Register and log in to the ECC Exam portal, and schedule and complete your CEH exam.

| ASPEN x B EC-Council | Exam Center -

23 eccexam.com/# 3 & Incognito

L +1-844-662-3509 ¥ support@eccouncil.org

- Important

EC-Council 2

Usarname: Notice

— This service will be unavailable
due to scheduled maintenance on
the Ist Tuesday of every month

T e
Proctors are requested to ensure

there are no sessions running
during this time.

LOGIN

Forgot Password

Of Use | Privacy Palicy. n

©Copyright 2024 by EC-Council T

I1l. CEH Certificate

49.You can click CERTIFICATE to check your certification status and download a digital copy of your
certification.
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Training ~

Training Partner v

Instructor « Codered About v

Certified Ethical Hacker v13

ECOURSEWARE EVALUATION

Pending

TRAINING EVALUATION

ETHICAL HACKING CIEH ENGAGE
_ EH ENGAGE

O COURSES

C|EH PRACTICAL

PRACTICAL RETAKE EXAM

EXAM

Pending

OFFICIAL LAB

CERTIFICATE

Pending

CERTIFICATE

GLOBAL C|EH
CHALLENGE

User Guide i.—E]

ECE STATUS

ECE STATUS

IV. ECE Status

50.All EC-Council certifications are valid for three years from the date of certification. During the three years,
the certification must be renewed by participating in EC-Council Continuing Education (ECE) Program. Click on
ECE STATUS to check your ECE status. For more information on ECE policy, visit

https://cert.eccouncil.org/ece-policy.html
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V. Ethical Hacking Video Courses

51.From the CEHv13 dashboard, click on the VIDEOS button under ETHICAL HACKING VIDEO COURSES to
access the video courses included in your package.
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52.The EC-Council Learning sign-in page will open in a new tab. If registered with the EC-Council Learning
platform, enter your credentials and click Submit. This will link your EC-Council Learning account with your
Aspen account. In the subsequent access, you will be signed in to EC-Council Learning automatically.

v #= My Courses | ASPEN X == Login | EC-Coundil Learning x  +

<« C [ 25 codered.eccouncil.org/login?logged=false b ¢ & Incognito

EC-Council | Learning

Login To Your EC-Council Learning Account

Sign Into Your Account To Continue Building In-Demand Skills With EC-Council Learning.

Forgot password?

Login

Don't have an account?
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v #= My Courses | ASPEN X w= Register|EC-Council Leaming X  + - X

& C M 25 codered.eccouncil.org/register?logged=false Q ¥ & Incognito

Create Your EC-Council Learning Account

Gain Immediate Access To 20+ Complete Cybersecurity Courses For Free.

. 1 agree to the

( Get Started

Already have an account?

53.Click the Go To Dashboard button on the CodeRed home page to view your package's specially curated
Ethical Hacking videos.

EC-Council | Learning Browsev Q Mastering Ethical Hacking Tools Pricing Q Get Certified TA

Type

Courses

Search Results For tMastering Ethical Hacking Tools"

Learning paths

Learning Paths

Includes labs

(Q skill Path

Categories Mastering Ethical Hacking Tools

You will understand how to use open-source
intelligence to your advantage. Further, you will
discover how to analyze and interpret network
Cloud Security protocols and leverage Wireshark. Moving ahead,...

Data Science

Industrial Security
Controls

(@ 10 Premium Courses
Vulnerability Assessment @ 42 hrs 0 mins

and Pentesting

Learn More

Apply Filters

54. Click on "Learn More" under Learning Path to access 10 Premium Course videos.
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EC-Council | Learning Browsev  Q Pricing UpgradeToPro | ( Get Certified NV

| Course (2 Skill Path
U Open Source Intelligence

Mastering Ethical Hacking Tools

e

Explore Course Modules > .
P You will understand how to use open-source

intelligence to your advantage. Further, you
will discover how to analyze and interpret
network protocols and leverage Wireshark.

Course Moving ahead, you will learn how to perform
/“~ Wireshark for Ethical Hackers ethical hacking using Nmap. You will also
learn how to perform information gathering
and enumeration of Windows-specific

55. Click on "Start Course," and once you press the play button, the videos will begin.

EC-Council | Leaming

Back to Dashboard =

Open Source Intelligence

]
Brought to you by

Add A New Note

Chapter 1: OSINT
Introduction

0 out of 5 lessons completed

15:26
> | PEEELE:
0) Open Source Intelligence Cycle
About  Notes Q' Addto Favorites
M OSINT Threats and

VI. CEH Engage

56.Click on ENGAGE to access the CEH Engage cyber ranges. You will be redirected to CEH Training
Dashboard. Follow section D of this document.
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PRACTICAL RETAKE EXAM

VII.CEH Official Lab

57.Click on LAB to access the CEHv13 practice labs. You will be redirected to CEH Training Dashboard. Follow
section B of this document.
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VIll. Global CEH Challenge

58.Click on CHALLENGE to access the CEHv13 Competitions. You will be redirected to CEH Training
Dashboard. Follow section E of this document.
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IX. CEH Practical Exam
59.Click on PRACTICAL to access the CEH Practical dashboard.
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60.You will be redirected to the CEH Practical exam process page. Read Non-disclosure and certification
agreements carefully.

61.Your CEH Practical dashboard will be activated upon clicking on OK, PROCEED.

Note : To activate the practical exam dashboard you need to submit your evaluation post completion of
your training.

Post submission of your evaluation you can chose to take either of the CEH exams in any order.
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board. It can only be unlocked by your proctor

« Exam Launch : On the exam date, proceed to launch your exam from your das

The CEH (Practical) Exam Process:

Activating this dashboard will now enable you to schedule the exam.

You need to schedule your exam a minimum of three days in advance.

The required passing score will be communicated to you upon the launch of your exam.

Digital certificate will be issued instantly should the candidate pass the exam.

allenge, ple click the "OK PROCEED" button to activate the You Il e an er | confirming
formatio ctical) Program, Click Here
egse take note upoen activating your CEH Dashboard, you are bound to the Non-Disclosure Agreement and Certification Agreement
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Note: Only elig
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62.You can go through Dashboard User Guide for CEH Practical exam process.

Ec_council Training ~ Training Partner ~ Codered

Exam - Certified Ethical Hacker (Practical)

(. |

— - — - — —1 - 1
|- — [ - — | . — [ —
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X. Exam Retake

63.The RETAKE EXAM button will be activated if you fail the CEH certification exam. You can request a retake

voucher by clicking on the RETAKE EXAM button.
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64.You will be redirected to the RETAKE EXAM PROMO page. Fill in the form below to avail the exam retakes

included with your package.

) https ‘cert.eccouncil.org/retake-exam-promo.htm

ABOUT EC-COUNCIL CERTIFICATION GET CERTIFIED POLICIES

RETAKE EXAM PROMO

FIRST NAME®

Enter your First Name
EMAIL ADDRESS®

Enter Email Address
MAILING COUNTRY"

-None-

EMAIL ID USED TO REGISTER AT EXAM PORTAL"

BECOME AN EC-COUNCIL COMMUNITY MEMBER"

| AGREE TO TERMS OF USE AND PRIVACY STATEMENT *

SUBMIT RESET

Last updated on 20th September 2024

VOLUNTEERING ANNOUNCEMENTS

LAST NAME"
Enter you
MOBILE

Enter Mobile Number

EXAM ATTEMPTED®

-None-

PREVIOUSLY USED EXAM VOUCHER CODE"

Enter Previous sed Exam Voucher Code
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C|EH Instructions
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CJEH v13 - Package Inclusions & Validity:

Package Component CEHV13
eCourseware 2 years
Exam Voucher 1year

Exam Retakes* X
Ethical Hacking Videos 1 Year

ECC Labs X

C|EH Engage X

Global C|EH Challenge X
C| EH Practical X
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How To Redeem The C|EH v13 Subscription Code:

Login or register into your Aspen account at https://aspen.eccouncil.org/

Password
& Register &, Forgot Password?

Click on "My Courses"

Ec-counc“ Training v Training Partner v Instructor v Codered About v

My Courses
ACCESS BREAK THE CODE SUBMIT SUBSCRIPTION/DASHBOARD CODE

Note: Activate your subscription code by clicking on "Submit Subscription Code". Subscription code is an
alphanumeric code provided by your learning partner (ATC).
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https://aspen.eccouncil.org/

EC-Council
EC-GCouncil

My Courses

Training v  Training Partner v Instructor v

Codered  About v

ACCESS BREAK THE CODE SUBMIT SUBSCRIPTION/DASHBOARD CODE

this page:

1.Click on MyCourses tab to go to your training dashboard. You will see all your C|EH package inclusions on

ECOURSEWARE
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VIDEO COURSES

PRACTICAL

Certified Ethical Hacker v13

EVALUATION

Pending
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2.Click on MyCourses tab to go to your training dashboard. You will see all your C|EH package inclusions on

this page:

ECOURSEWARE

TRAINING

ETHICAL HACKING
VIDEO COURSES

VIDEOS

PRACTICAL

Certified Ethical Hacker v13
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User Guide i,E

ECE STATUS

N/A
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3. Click on the “marked icon” on the top right-hand side of the dashboard page to see package inclusions
and their respective validity:

ECOURSEWARE

TRAINING

ETHICAL HACKING
VIDEO COURSES

PRACTICAL

Certified Ethical Hacker v13

EVALUATION

Pending
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4. Anew window showcasing package inclusions & validity pop up as below:

Package Component
eCourseware*

Exam Voucher**

Exam Retakes***
Ethical Hacking Videos*
ECC Labs*

C|EH Engage*

Global C|EH Challenge*

C|EH Practical****

* Valid from the date of activation.

**Exam Voucher- Valid for 1 year from the date of evaluation

submission.

XX XX (XA

Validity
9/21/2025
1year

X

9/21/2025

X XXX

5.Click on “TRAINING” icon to be redirected to the Training page of CEH v13.

EC-Council

CEHV13 Modules And Competitions

CEHv-13 Modules

Module 00 Student Introduction

Module 01 Introduction to Ethical
Hacking

Module 02 Footprinting and
Reconnaissance

Module 03 Scanning Networks

Module 04 Enumeration

Module 05 Vulnerability Analysis

Module 06 System Hacking

Module 07 Malware Threats

Module 08 Sniffing

0
+
.

ClEH

.
.
.
.
.
. .
.

Cortified  Ethical Hackee &
. .

OPEN E-BOOK

MARK COMPLETE
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6. You can view e-Book in courses by clicking on “Open e-Book”. (e-Book is a your eCourseware module):

Module 00 Student Introduction
Module 00 Student Introduction

Module O1 Introduction to Ethical
Hacking

Module 02 Footprinting and
Reconnaissance

Module 03 Scanning Networks
Module 04 Enumeration
Module OS5 Vulnerability Analysis
Module 06 System Hacking
Module 07 Malware Threats

MARK COMPLETE
Module 08 Sniffing

Module 09 Social Engineering

Module 10 Denial-of-Service

Module Tl Session Hijacking

Module 12 Evading IDS, Firewalls, and
Honeypots

7.Click on the “Ethical Hacking Video courses” icon on the CEH v13 dashboard to access the videos
included with your package:

Certified Ethical Hacker v13 User Guide ;,: 5;'
* - — - — = r m r m
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS

Pending Pending Pending N/A

TRAINING EVALUATION m CERTIFICATE ECE STATUS

ETHICAL HACKING
VIDEO COURSES

m ENGAGE LAB CHALLENGE

PRACTICAL RETAKE EXAM

Last updated on 20th September 2024 Copyright © by EG-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




8.The EC-Council Learning sign-in page will open in a new tab. If registered with the EC-Council
Learning platform, enter your credentials and click Submit. This will link your EC-Council
Learning account with your Aspen account. In the subsequent access, you will be signed in to
EC-Council Learning automatically.

v #= My Courses | ASPEN X *= Login | EC-Coundil Learning x T

<« C @ 25 codered.eccouncil.org/login?logged=false Y & Incognito

EC-Council | Learning

Login To Your EC-Council Learning Account

Sign Into Your Account To Continue Building In-Demand Skills With EC-Council Learning.

Forgot password?

Login

Don't have an account?

v #= My Courses | ASPEN X *= Register | EC-Council Leaming X o

< C @ % codered.eccouncil.org/register?logged=false & Incognito

EC-Council | Learning

Create Your EC-Council Learning Account

Gain Immediate Access To 20+ Complete Cybersecurity Courses For Free.

. I agree to the

Get Started

Already have an account?
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9.Click the Go To Dashboard button on the EC-Council Learning home page to view your
package's specially curated Ethical Hacking videos.

EC-Council | Learning Browsev Q  Mastering Ethical Hacking Tools Pricing Upgrade To Pro Q Get Certified TA

Type

Courses

Search Results ForrMastering Ethical Hacking Tools" ]

Learning paths

Learning Paths

Includes labs

Q skill Path

Categories Mastering Ethical Hacking Tools

- You will understand how to use open-source
intelligence to your advantage. Further, you will
discover how to analyze and interpret network
Cloud Security protocols and leverage Wireshark. Moving ahead,...

Data Science

Industrial Security

Controls
(@ 10 Premium Courses

Vulnerability Assessment (@ 42hrs 0 mins

and Pentesting

Apply Filters

10. Click on "Learn More" under Learning Path to access 10 Premium Course videos.

EC-Council | Learning Browsev Q Pricing Upgrade To Pro Q Get Certified [N/

Course

(Q skill Path

U Open Source Intelligence

Mastering Ethical Hacking Tools

Learn and understand what Open Source Intelligence is and how you can use it to your

Start

Start Course Explore Course Modules > .
\ You will understand how to use open-source

advantage and protection in a virtual Linux environment ‘

intelligence to your advantage. Further, you
will discover how to analyze and interpret
network protocols and leverage Wireshark.
() Course Moving ahead, you will learn how to perform
/L Wireshark for Ethical Hackers ethical hacking using Nmap. You will also
learn how to perform information gathering
and enumeration of Windows-specific
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11. Click on "Start Course," and once you press the play button, the videos will begin.

EC-Council | Learning

Back to Dashboard =

Open Source Intelligence

Add A New Note

Chapter 1: OSINT

Introduction
0 out of 5 lessons completed

(® Open Source Intelligence Cycle

About  Notes
M OSINT Threats and
D

% Leave a review

Brought to you by

I ey TV LT

Q Add to Favorites
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Thank you
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