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n this issue, CISO MAG is honoring some of the biggest cybersecurity personalities. These are individuals
who have, over the years, been committed to bringing awareness into the realm of cybersecurity – to
whom the information security industry is profoundly indebted to. The parameters of selection include
experience, contribution to industry, spreading cybersecurity awareness, authorship, speaking roles, awards
& recognitions, influencer status, and patents.
We are proud to announce that Mikko Hypponen is the CISO MAG Cybersecurity Person of the Year
(2020). The finalists of Cybersecurity Person of the Year (2020) are Kim Zetter, Katie Moussouris, and
Robert M. Lee. Apart from that, we have also selected Lisa Ventura as the Infosec Superwoman of the Year
(2020) and Theresa Payton as Cybersecurity Crusader of the Year (2020).

MIKKO HYPPONEN
Mikko Hypponen is the Chief Research Officer for F-Secure. He has worked with F-Secure in Finland since
1991. He is known for the Hypponen Law about IoT security, which states that whenever an appliance is
described “smart,” it is vulnerable.
Hypponen has led his team through the largest outbreaks in history. His team took down the worldwide
network used by the Sobig.F worm. He was the first to warn the world about the Sasser outbreak. He named
the infamous Storm Worm and has done classified briefings on the operation of the Stuxnet worm.
Hypponen has assisted law enforcement in the U.S., Europe, and Asia on cybercrime cases. He has written
for magazines such as Scientific American and Foreign Policy, and for newspapers like The New York Times.
Hypponen has addressed the most renowned security-related conferences worldwide. He is also an inventor
and holds several patents, including U.S. patent no. 6,577,920 “Computer virus screening.” He has been the
subject of dozens of interviews in global TV and print media, including one in Vanity Fair.
Born in 1969, Hypponen was selected among the 50 most important people on the web by the PC World
magazine. He also received the Virus Bulletin Award, awarded every ten years, as “Best in industry.”
He has delivered hundreds of talks in over 40 countries over the last 20 years, including keynotes in the most
important security conferences. In 2010, he was awarded the Virus Bulletin Award as the best educator in
the industry.
Hypponen has also been credited by Twitter to help improve Twitter’s security.

LISA VENTURA
Lisa Ventura is an award-winning cybersecurity and content marketing consultant whose career spans
over 23 years in PR marketing, technology, and cybersecurity. She entered the cybersecurity industry in
2009 when she became the Chief Operations Officer/PR & Marketing Director at Titania Ltd., a leading
cybersecurity software development company in the U.K.
During her time at Titania, she saw the company grow from a tiny start-up to a successful small business
with members of staff, offices and a network of distributors and resellers globally.
Since her time at Titania, Lisa has utilized her expertise in cybersecurity in many other organizations
including BT, and more recently as Cyber Security Awareness Professional.
Lisa is a published author and has recently contributed articles to Counter Terror Business Magazine, Europa
Business Magazine, and the BPMA Magazine amongst others. Her book entitled “The Rise of the Cyber
Women,” which is a collection of interviews and accounts from some of the most inspiring women in the
cybersecurity industry today was released in August 2020.
She also has other books in the pipeline including “Picking Apart The Threads: How One Docu-Film About
Nuclear War Influenced a Cold-War Generation,” which was conceived through her strong interest in all
things related to nuclear war.
As the Founder and CEO of the U.K. Cyber Security Association, Lisa is known for her expertise as a thought
leader and commentator. The U.K. Cyber Security Association is a not-for-profit organization that raises
awareness of the importance of cybersecurity for small businesses and SME’s and provides education on the
growing cyberthreat to individuals and businesses. As a result of this work, Lisa is also in high demand as a
speaker and panelist at various cybersecurity, technology and IT conferences and events.
Neurodivergent and proud, Lisa is a strong advocate of all things related to neurodiversity since she was
diagnosed as being #ActuallyAutistic in June 2018. She is also a strong supporter of promoting cybersecurity
as a career path to those who are autistic and neurodivergent, and is a mentor to those who are considering
entering the cybersecurity and marketing industries. In addition, Lisa is a strong business mentor for Women
in Business, Women in Cyber Security, Women in Tech, and more.

THERESA PAYTON
Theresa Payton remains the cybersecurity and intelligence operations expert that people and companies
turn to regarding efforts to strengthen their privacy and cybersecurity. She is one of America’s most respected
authorities on security and intelligence operations.
As the first female to serve as White House Chief Information Officer, Payton oversaw IT operations for
the President and his staff from 2006 to 2008. Previously, she held executive roles in banking technology at
Bank of America and Wells Fargo, facilitating her broad knowledge of cybersecurity risks and measures in
the financial services industry. Currently, as the founder, president and CEO of a world class cybersecurity
consulting company, Fortalice Solutions, LLC, and co-Founder of Dark3, a cybersecurity product company,
she remains the expert that organizations call for discretion and help understanding and improving their IT
systems.
Payton collaborated with cybersecurity and privacy attorney, Ted Claypoole, to author two books focused on
helping others learn how to protect their privacy online, after receiving a number of pleas from friends and
strangers regarding account hacking. Hailed as “must-reads,” “Privacy in the Age of Big Data” and “Protecting
Your Internet Identity: Are You Naked Online?” outline peoples’ rights, as well as tips and strategies for
building and maintaining a positive online image. Jon Stewart had Payton on The Daily Show to discuss her
book and the emerging threats to our privacy and security.
Payton is often sought out by media news outlets to explain complex security issues in business and consumer
terms to get behind the hype to understand, in layman’s terms, how to protect your privacy and security.
She has been a repeat guest on the Today Show, Good Morning America, Fox Business Shows, Fox News
Shows, CBS Morning & Evening News, CNN, NBC News, MSNBC, and even news outlets in Canada and
Ireland. Recognized as a 2015 William J. Clinton distinguished lecturer by the Clinton School of Public
Service, Payton passionately protects her clients, from the board room to the server room, and helps them
understand the business risks to their organization’s cybersecurity, and she and her team provide insight
and methods critical to protecting people and organizations from rapidly evolving cyberattacks. She and the
Fortalice team were recently named to the Top 5 Most Innovative Cybersecurity Companies in NoVa/MD/
DC.

ROBERT M. LEE
Robert M. Lee is the CEO and Founder of the industrial (ICS/OT) cybersecurity company Dragos, Inc. He
is considered a pioneer in the ICS threat intelligence and incident response community. For his research and
focus areas, Robert was awarded EnergySec’s 2015 Cyber Security Professional of the Year and inducted into
Forbes’ 30 under 30 for Enterprise Technology (2016). He serves currently on the Department of Energy’s
Electricity Advisory Committee, on the World Economic Forum’s subcommittees on Cyber Resilience for the
Oil and Gas and Electricity communities, and has testified to the U.S. Senate Energy and Natural Resources
Committee to advise on policy issues with relation to ICS cyberthreats.
A passionate educator, Robert is the course author of SANS ICS515 – “ICS Active Defense and Incident
Response” with its accompanying GIAC certification GRID and the lead-author of SANS FOR578 – “Cyber
Threat Intelligence” with its accompanying GIAC GCTI certification.

KIM ZETTER
Kim Zetter is an American investigative journalist and author who has covered cybersecurity and national
security since 1999. She has broken numerous stories over the years about NSA surveillance, WikiLeaks, and
the hacker underground, including an award-winning series about the security problems with electronic
voting machines. She has been voted thrice, as one of the top ten security journalists in the U.S. by her
journalism peers and security professionals. She’s considered one of the world’s top experts on Stuxnet, a
virus/worm used to sabotage Iran’s nuclear program, and published a book on the topic - “Countdown to
Zero Day: Stuxnet and the Launch of the World’s First Digital Weapon.”
She has also been campaigning on using another voting system in parallel, to secure the outcome. “You need
to have the paper backup,” Kim says. “You need to have an auditing mechanism in place and an auditing law
in place. And then you need the resources given to election officials for this process to succeed by November.”

KATIE MOUSSOURIS
Katie Moussouris is the founder and CEO of cybersecurity consultancy firm Luta Security. She was the
Senior Security Strategist Lead at Microsoft and has been instrumental in kickstarting the vulnerability
disclosure program.
She created Microsoft’s bug bounty program and was directly involved in creating the U.S. DoD’s first
bug bounty program called “Hack the Pentagon” for ethical hackers to help report critical vulnerabilities.
“Hack the Pentagon” was followed by “Hack the Air Force.” In 2018, she testified in front of the U.S. Senate
Subcommittee on Consumer Protection, Product Safety, Insurance, and Data Security.
She is named as “Top 10 Women in Information Security That Everyone Should Know.” Forbes, in 2018,
featured her among “America’s Top 50 Women in Tech.”

EDITOR’S NOTE

ENDPOINT SECURITY IS NOT
AN ENDGAME
Anyone who steps out of their home today is compelled
to wear a mask. While it is not mandated in many regions
of the world, a responsible citizen wears a mask and
observes social distancing and public hygiene.
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I could use this as a metaphor for endpoint protection.
With most employees working outside the office
perimeter today, protecting their personal and official
endpoints is a responsibility they need to shoulder. This
is also a shared responsibility of the organization.
When employees took their office desktops and laptops
home in March, we were unprepared for what was ahead
of us, and our endpoints lacked the multi-layer security
that you find on corporate networks. It’s likely that they
still do not have adequate endpoint security today.
The bad actors were well aware, and they recalibrated
their attack strategies to target endpoints of remote workers. During the year, CISO MAG online reported on COVID-themed
phishing attacks, ransomware campaigns, credential theft, and various other types of attacks. Indeed, remote endpoints have
become the entry vectors to corporate networks.
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To effectively deliver all this, it needs to be cloud-managed and requires the processing power of the cloud. Not surprisingly,
endpoint solutions are going the SaaS way.
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We were keen to validate these beliefs, so we undertook an online survey in October and November, which yielded data
from 183 validated respondents.
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Among the key findings, we observed that cloud-native endpoint security solutions have gained steam in the past year, with
78.06% of respondents choosing cloud as the preferred architecture for managing their endpoint security deployment.
A clear majority of 71.58% say that “better or real-time endpoint and application visibility” is a top reason for considering
an endpoint security solution.
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The sophisticated attack vectors that we observe today require a new defense mechanism that includes: AI-guided mapping,
MITRE ATT&CK Mapping, Real-time, automated threat hunting, continuous monitoring, analytics and prioritization, behavioral
blocking, proactive actionable intelligence, enhanced remediation, automated policies and updates, and more.

Also, 23.50% are still not using any endpoint security solution, which is surprising in a remote working age.
In the next three years, we will see a proliferation of IoT devices, and 50.82% believe that IoT is the next significant threat to
endpoint security.
What can we infer from all this?
Endpoint security is not an endgame. Instead, it should be an integral part of a broader, unified security strategy.
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In this issue, CISO MAG is honoring some of the biggest cybersecurity personalities. These are individuals who have, over
the years, been committed to bringing awareness into the realm of cybersecurity – to whom the information security industry
is profoundly indebted to.
I take this opportunity to wish all our readers a Merry Christmas and a Happy New Year.
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necessarily those of the publisher. Readers are advised to seek specialist advice before acting on the information contained in the publication which is provided for general use & July not
be appropriate for the readers’ particular circumstances. The ownership of trade marks is acknowledged. No part of this publication or any part of the contents thereof July be reproduced,
stored in a retrieval system, or transmitted in any form without the permission of the publishers in writing.

Please write to us at editorial@cisomag.com or cisomag@eccouncil.org.

Jay Bavisi
Editor-in-Chief
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