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CISOs and security professionals have 
faced a challenge for years. Much has 
been said and written about it, but the 

industry never really got down to solving it. 
There are a plethora of security solutions 
serving different functions. But they work 
independently in silos and rarely “talk” to 
each other. Each has its own dashboard. So, 
to get complete visibility into one’s security 
posture, a CISO must collate information 
from various dashboards, logs, and reports. 
The volume and sophistication of attacks 
have escalated to such a level that it makes 
this task much more tedious or nearly 
impossible to do daily. More importantly, the 
lack of cohesiveness increases organizations’ 
impact and financial burden. And so, we 
yearn for that Utopian “single pane of glass” 
and interoperability between the various 
security solutions deployed. 

According to Gartner, by 2024, organizations 
adopting a cybersecurity mesh architecture 
(CSMA) to integrate security tools to work 
as a collaborative ecosystem will reduce 
the financial impact of individual security 
incidents by an average of 90%.

For this month’s cover story, we have  
Felix Gaehtgens, VP Analyst at Gartner 
Inc., explaining CSMA and how it will enable 
interoperability between the various security 

tools – to avert or mitigate security attacks. 
Gaehtgens offers six actions for security and 
risk management leaders to enable CSMA. 

Gartner has identified Cybersecurity Mesh as 
one of the top cybersecurity trends for 2022. 
CSMA provides four foundational layers to 
enable precise security controls to work 
together collaboratively and facilitate their 
configuration and management. 

So, will CSMA be effective in mitigating 
threats? It will take a lot of effort and new 
strategies to make this work, and the onus 
is on both, the solutions provider (vendor) 
and the user organization. It needs to be an 
industry-wide effort, with vendors coming 
together to use common architecture to 
ensure interoperability. We have heard 
about database connectors, APIs, and 
other mechanisms that serve as “hooks” to 
link systems. We need to have something 
similar for security solutions. Everyone 
wants to deploy “best of breed” solutions, 
and one vendor cannot provide it all (though 
companies like Trend Micro are working in 
this direction). Unless there is tight integration 
between the various security solutions and 
seamless communication between them, we 
will not have this kind of interoperability.
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The Real Value 
of Professional 
Certifications

Dr. Charlotte M. Farmer
Independent Director

Whether Lean Six Sigma (LSS), 
Project Management Professional 
(PMP®), IT Infrastructure Library 

(ITIL®), the EC-council’s Certified Chief 
Information Security Officer (CCISO), or 
Certified Information Systems Security 
Professional (CISSP) (the list goes on), the real 
value of professional certifications comprises 
multiple perspectives. This brief article 
highlights the immediate impact, return 
on investment (ROI), and competitive edge 
as value-added considerations for seeking 
professional certifications in cybersecurity.

https://www.careeronestop.org/Toolkit/Training/find-certifications.aspx?keyword=tableau&ajax=0&direct=0?utm_source=emagazine&utm_medium=pdf&utm_campaign=cisomag_february2022&utm_content=campuscorner
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Rapid Impact

Faced with rapid changes in technology and 
evolving cyberthreats, leaders quickly find 
themselves overwhelmed by knowledge and 
capability gaps.  For example, organizations 
are encountering a significant change in 
processes and protocols to operate and 
secure the enterprise effectively.  Realizing 
that the skills needed to execute are 
becoming radically different, leaders are 
compelled to reset or upskill the workforce.  
With the heightened emphasis on mobility, 
organizations seek application skills that 
enable the development and management 
of various cloud services.  Organizations 
and their service providers are upskilling 
employees through acquisitions, training, 
retraining, or talent acquisition mechanisms.  

Given that certifications deliver targeted 
guidance in a timely fashion, leaders look 
to certifications as a rapid approach to keep 
skills fresh and relevant whenever, wherever 
needed.  Pursuing a degree program is not 
always a practical option.  In some cases 
(e.g., cybersecurity, AI, data analytics, etc.), 
textbooks are outdated by the time they 
are published.  Certifications have rapidly 
become a stop-gap solution to help keep 
pace with technology acceleration.  
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Return On Investment 

With the rapidly changing demand for new 
solutions, (e.g., AWS Certified Solutions 
Architect – Professional, Certified Cloud 
Security Professional [CCSP], Certified Data 
Privacy Solutions Engineer [CDPSE], etc.), 
some organizations may not understand the 
available capabilities or how to employ them. 
This cripples leaders as they strive to actualize 
strategies. Playing the long-game: Once the  

strategic direction is established, a 2–3-year 
Information Technology (IT) roadmap should 
be established to identify:
1. Business needs, challenges, and 

aspirations.
2. Functional capabilities needed to tackle 

challenges and achieve aspirational goals.
3. The talent needed to perform capabilities.
4. Professional development needed for 

the workforce.

In situations where individuals are faced 
with trade-off decisions between pursuing 
a certification or degree, it can be helpful to 
establish decision criteria that will be used to 
measure ROI.  Criteria could include (but is 
not limited to):
• salary impact
• urgency (needed to address the emerging 

threat or enable business transformation)


