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The role of a CISO is evolving at a faster pace than ever before. From a

leader who was responsible for an organization’s information and data
security to someone who has moved up the ladder to become a business
enabler, CISO is the modern-day unicorn in theory. A good CISO identifies
and translates complex technical security risks to the business and has the
capability to provide tactical solutions with a business minded approach.
Our Cover Story dives deeper into the role of CISO and how it has evolved
into a force to be reckoned with.

In our Under the Spotlight section, we interview Asaf Lifshitz, Co-Founder
and CEO of Sayata Labs. During the interaction, Asaf talks comprehensively
about his journey, the challenges he faced while starting Sayata Labs, and
what are the crucial elements in assessing a company’s risk exposure. Move
to our Buzz section where Brian Madden, lead field technologist, End-User
Computing, VMware, talks about the battles of endpoint security.

Tell us what you think of this issue. If you have any suggestions, comments
or queries, please reach us at editorial@cisomag.com.

Jay Bavisi
Editor-in-Chief
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When It Comes to
Endpoint Security,

We Are All Fighting
the Same Battles

Brian Madden, Lead Feld Technologist,
End-User Computing, VMware
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joined VMware a little over a year
ago and since then, I've traveled
to 18 countries and 26 U.S. states
to meet with over 160 current and
prospective customers. During
these customer visits, I listen to their
end user computing plans and strategy,
explain VMware’s vision and product
roadmap, and discuss how those two
might align. The most surprising thing
to me after all these meetings is how
similar most customers are, particularly
when it comes to their most pressing

end user computing challenges.

I know this goes against everything we
learn from Dale Carnegie or from Sales
Training 101 - “Make every customer
feel speciall” and ‘“Each customer
is a unique snowilake!” While every
customer and conversation is indeed
unique, I've found that every customer
is more or less fighting the same
battles when it comes to locking down
devices, apps and data. Here are my

top three observations:

Do you remember the days when every
employee came into the office, logged
into a stationary device that was
connected to the corporate network,
and IT could definitively identify the
security perimeter? Those days are
far behind us as employees demand
to work from anywhere, including from
locations outside of areas where IT has

control. Employees also want to access

apps and data from a variety of devices,

even if IT doesn’t “own” them.

As the number of devices accessing
corporate data grows, IT faces an
expanding security perimeter problem
which in turn results in a larger attack

surface.

To address this, many companies are
adopting a ‘“Zero Trust” approach.
Put simply, Zero Trust means that all
sources attempting to access company
data — either from inside or outside
a secure company network — must
continuously be verified. This “never
trust, always verify” mentality ensures
the right people have the right level of
access to the right resources and in the

right context.

While there is no silver bullet when
it comes to achieving a Zero Trust
security architecture, identity, access,
and device management are the
core technologies that organizations
should start with on their journeys. By
implementing these technologies as
part of a broader security architecture,
IT can verify user identity and device
compliance as individuals access
company resources irrespective of

their physical location.

No matter what security approach
IT takes, it must not (but oftentimes

does) get in the way of employees’
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