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I
n the past week, my team 
has had to both remove a 
security team up to and 
including the CISO, and 
attempt to re-educate an 

entire IT department on why 
security is important. This wouldn’t 
be extraordinary except that 
the organizations where this 
happened numbered their staff in 
the thousands and their revenue in 
the billions.

In one case, the security team 
held the company hostage. They 
had all the cards, they held all the 
ingress and egress controls for 
information flow, and basically 
ruled by dictatorship. This model 
obviously failed. In the other case, 
the CIO decided that patching 
slowed things down too much and 
that segmentation made their jobs 
harder.

Both organizations had incumbent 
teams that quite simply did not 
fit in the modern way of thinking 
when it comes to both IT and 
infosec. Both teams had attempted 
to take their 1990s-era mentality 
and apply it to today’s realities, 
which are arguably as follows:

1. There’s too much FUD out 
there and sorting through it is 
becoming its own full time job. 
As a security industry, we are 
shooting ourselves in the feet 
with both barrels and making 
it almost impossible for 
companies to work out what or 
whom to listen to.

2. We, the infosec industry, 
still don’t fully realize or 
understand how to talk with 
the business about risk in 
the greater context of the 
organization. We have a hard 
time being able to level-set the 
risks we see with the rest of the 
enterprises risks (financial, 

physical, market, etc.). We still 
consider ourselves to be the 
special snowflakes that take 
priority over all others, and 
that attitude has to change.

3. We, the IT folks, don’t own the 
data. It’s not ours, we don’t 
determine who gets access or 
who sees the data. Ours is not 
to reason why; ours is to do or 
die. A little dramatic but the 
point has to be made that our 
role is to ensure that the data 
is processed and managed 
correctly and securely and 
also that once it’s reached the 
end of its life, it’s destroyed in 
a safe and secure manner. We 
are also integral to the whole 
process around information 
privacy, but we don’t own the 
darn stuff.

4. We don’t have a perimeter 
anymore. We need to accept 
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