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EDITOR’S NOTE

Fighting cybercriminals has been a cat and 
mouse game for decades. Today, an enter-
prise has to detect and block thousands, or 
perhaps millions, of such attacks; it is no lon-
ger possible for a human or even an army of 
security professionals to do that.

But AI and ML are joining the fight and per-
haps giving the good guys an advantage that 
could finally put the defense far ahead of the 
attackers. 

Our cover story titled “AI-Powered Cyber-
security - From Automated Threat Detection 
to Adaptive Defense,” written by Dr. Leslie 
F. Sikos at Edith Cowan University, Australia, 
talks about the various cutting-edge ways ar-
tificial intelligence and machine learning are 
applied to cybersecurity domains. Dr. Sikos 
explains how machine learning can help or-
ganizations with everything from threat pre-
diction, recognizing network attack patterns, 
identifying malicious web pages, and pre-
venting adversarial machine learning to per-
forming dynamic risk analysis, discovering 
signs of malicious network traffic, detecting 
anomalies, protecting their assets from cyber-
attacks, and minimizing or mitigating malware spread.

In our Knowledge Hub section,  don’t miss Dr. Erdal Ozkaya’s article titled “Security Evolution — From Legacy 
to Advanced, to ML and AI”. Dr. Ozkaya is an award-winning, certified professional and CISO at a global bank. 
He takes us through the evolution of security, from the days of signature-based solutions and explains how these 
solutions evolved to keep up with the growth and sophistication of malware attacks. What will happen once AI 
overtakes human intelligence and security solutions stop accepting human input? What are the limitations of AI 
as regards to cybersecurity? And how will hackers use AI? These are some questions addressed in Dr. Ozkaya’s 
article.

Our Insight section features an article by Kashyap Kompella, who is CEO of RPA2AI Research. Kompella is the 
co-author of the bestseller, “Practical Artificial Intelligence: An Enterprise Playbook.”

We hope you enjoy reading the articles in this issue.

Please write to us at editorial@cisomag.com.

Jay Bavisi
Editor-in-Chief

* Responsible for selection of news under PRB Act. Printed & Published by Apoorba Kumar, E-Commerce Consultants Pvt. Ltd., Editor: Brian Pereira.
The publishers regret that they cannot accept liability for errors & omissions contained in this publication, howsoever caused. The opinion & views contained in this publication are not 
necessarily those of the publisher. Readers are advised to seek specialist advice before acting on the information contained in the publication which is provided for general use & may 
not be appropriate for the readers’ particular circumstances. The ownership of trade marks is acknowledged. No part of this publication or any part of the contents thereof may be repro-
duced, stored in a retrieval system, or transmitted in any form without the permission of the publishers in writing.
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