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Fighting cybercriminals has been a cat and
mouse game for decades. Today, an enter-
prise has to detect and block thousands, or
perhaps millions, of such attacks; it is no lon-
ger possible for a human or even an army of
security professionals to do that.

But AI and ML are joining the fight and per-
haps giving the good guys an advantage that
could finally put the defense far ahead of the
attackers.

Our cover story titled “Al-Powered Cyber-
security - From Automated Threat Detection
to Adaptive Defense,” written by Dr. Leslie
F. Sikos at Edith Cowan University, Australia,
talks about the various cutting-edge ways ar-
tificial intelligence and machine learning are
applied to cybersecurity domains. Dr. Sikos
explains how machine learning can help or-
ganizations with everything from threat pre-
diction, recognizing network attack patterns,
identifying malicious web pages, and pre-
venting adversarial machine learning to per-
forming dynamic risk analysis, discovering
signs of malicious network traffic, detecting
anomalies, protecting their assets from cyber-
attacks, and minimizing or mitigating malware spread.

In our Knowledge Hub section, don’t miss Dr. Erdal Ozkaya’s article titled “Security Evolution — From Legacy
to Advanced, to ML and AI”. Dr. Ozkaya is an award-winning, certified professional and CISO at a global bank.
He takes us through the evolution of security, from the days of signature-based solutions and explains how these
solutions evolved to keep up with the growth and sophistication of malware attacks. What will happen once Al
overtakes human intelligence and security solutions stop accepting human input? What are the limitations of Al
as regards to cybersecurity? And how will hackers use AlI? These are some questions addressed in Dr. Ozkaya’s
article.

Our Insight section features an article by Kashyap Kompella, who is CEO of RPA2AI Research. Kompella is the
co-author of the bestseller, “Practical Artificial Intelligence: An Enterprise Playbook.”

We hope you enjoy reading the articles in this issue.

Please write to us at editorial@cisomag.com.

Jay Bavisi
Editor-in-Chief
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An EC-Couneil initiative
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Formats you can explore with
EC-Council’s CISO MAG
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Benefits of Virtual Series

Moving events online can reduce costs and carbon footprints and make
attendance accessible to a wider audience.

Due to the ease of platform use and virtual location, virtual events require
minimal setup time. The planning time compared to in-person events is
reduced tremendously.

Increased Awareness and Thought-Leadership Perception for brands

Most countries are locked down currently and this is the best way to cap-
ture their head space

No geographic boundaries

For Details write to
marketing@cisomag.com

& events.cisomag.com
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A World-Class Cybersecurity
Learning Platform

From the makers of C|EH
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SHOWCASING THE POWERHOUSES IN CYBERSECURITY

o 10,000 Global CISOs Will See
CIOUd secu I‘Ity Your Brand In The Cloud Security Power List

Companies To Watch Out in 2020 For Advertising Opportunities write to
marketing@cisomag.com
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5G SECERITY

POSSIBLE RISKS AND CHALLENGES

David Balaban, Computer Security Researcher,
Privacy-PC.com
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