
Volume 5 | Issue 11 | November 2021

IAM Security:
Going Beyond the 

Traditional Security 
Perimeter

Jeff Barron
Director of Professional Services -  

Offensive Security
Critical Path Security

58





















https://coderedmarketing.eccouncil.org/cybersecurity-awareness-month/?utm_source=cisomag&utm_medium=newsletter&utm_campaign=oct-edition


* Responsible for selection of news under PRB Act. Printed & Published by Brian Pereira, E-Commerce Consultants Pvt. Ltd., 
The publishers regret that they cannot accept liability for errors & omissions contained in this publication, howsoever caused. The opinion & views contained in this 

publication are not necessarily those of the publisher. Readers are advised to seek specialist advice before acting on the information contained in the publication which is 
provided for general use & may not be appropriate for the readers’ particular circumstances. The ownership of trade marks is acknowledged. No part of this publication or 

any part of the contents thereof may be reproduced, stored in a retrieval system, or transmitted in any form without the permission of the publishers in writing.

Image credits: Shutterstock & Freepik
Illustrations, Survey Design, Cover & Layouts by: Jeevana Rao Jinaga

Management 

Senior Vice President  
Karan Henrik 
karan.henrik@eccouncil.org

Director, Digital Marketing 
Mayur Prasad 
mayur.prasad@eccouncil.org

Senior Director 
Raj Kumar Vishwakarma 
rajkumar@eccouncil.org

Head - Research & Content
Jyoti Punjabi
jyoti.punjabi@eccouncil.org

Publishing Sales Manager 
Taruna Bose
taruna.b@eccouncil.org

Asst. Manager Visualizer cum Graphic Designer 
Jeevana Rao Jinaga 
jeevana.r@eccouncil.org

Manager – Marketing and Operations
Munazza Khan
munazza.k@eccouncil.org

Editorial

Director, Content & Editorial
Cynthia Constantino*

cynthia.constantino@eccouncil.org

Editor-in-Chief
Brian Pereira*

brian.p@eccouncil.org

Editorial Consultant
Minu Sirsalewala

minu.sirsalewala.ctr@eccouncil.org

Sub Editor
Pooja Tikekar

pooja.v@eccouncil.org
 

Sr. Feature Writer 
Rudra Srinivas

rudra.s@eccouncil.org
 

Sr. Technical Writer 
Dr. Anuradha Nair

anuradha.nair@eccouncil.org

Volume 5 | Issue 11
November 2021

President & CEO
Jay Bavisi



It seems no security conference or 
conversation is complete without a 
discussion on zero trust. The zero-trust 

model and zero-trust architecture are not 
new concepts, but were devised in the 
last decade. The terms have increased in 
popularity since the pandemic struck in 2020, 
and they are now more relevant than ever, 
especially as we now find ourselves living in a 
time in which there is no network perimeter.

The zero-trust model was initially proposed 
by John Kindervag in the fall of 2008. It 
started with a series of speeches, first at 
a country club in Montreal, Canada, and 
continued down the East Coast, ending up 
in Atlanta, Georgia. Kindervag was then 
with Forrester Research, and produced a 
paper that was the result of two years of 
research. The paper was titled, “No more 
chewy centers: Introducing The Zero Trust 
Model of Information Security.” Currently, 
Kindervag serves as the Senior Vice President 
of Cybersecurity Strategy at ON2IT.

In a recent conversation with CISO MAG, 
Kindervag said there were two worlds back 
then. The internal network was safe, trusted, 
and secure. It had the highest level of trust. 
The external network had the lowest level of 
trust. He opposed the idea that the network 
needed to have a crunchy, hardened layer 
on the outside, and a soft, chewy inside. For 
a long time, security professionals assumed 
that malicious individuals wouldn’t get past 
the “hard, crunchy outside,” as he writes in 
his paper. He suggested that there should be 
a lot of crunchy, and a little bit of softness on 
the inside, which is the data that needs to be 

protected. In his words, “Zero trust needs to 
be like a chocolate chip cookie.” 

The paper suggested that the way to 
confront new threats was to eliminate 
the soft, chewy center and make security 
ubiquitous throughout the network, not just 
the perimeter. So, the zero-trust model was 
created to help security professionals do this 
effectively.

That definition is more widespread today, 
with zero-trust architecture extending way 
beyond the corporate perimeter and onto the 
cloud and remote access platforms. Trusted 
identity becomes an important factor here, 
and is applicable to devices, applications, and 
people. And that’s why identity and access 
management (IAM) is the new gold standard 
for information security. 

In our cover story on page 58, Jeff Barron, 
Director of Professional Services - Offensive 
Security, Critical Path Security, writes that IAM 
augmented with zero-trust architecture and 
privileged access management (PAM) is what 
you need to mitigate the risks arising from 
incorporating emerging technologies. This is 
the “cocktail” you need to fight modern-day 
threats.

So, we are way beyond the chocolate chip 
cookie days.

Editor-in-Chief

Brian Pereira

EDITOR’S NOTE

ZERO TRUST –
NO MORE CHEWY 
CENTERS!
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Zero trust is the latest craze in 
information security circles these days. 
While not a new concept, its value as a 

control has come into its own.  Cybersecurity 
compromises (often resulting from common 
vulnerability exposures) have forced 
information security professionals to take a 
more aggressive approach in safeguarding 
confidentiality, integrity, and availability of 
enterprise-sensitive data. 

Sensitive information is pilfered electronically 
every single day, all over the world.  
Zero-trust architecture (ZTA) is a means to 
reduce the risk of technological systems 
and data compromise if it is implemented 
correctly.  Organizations must have a 
continuous diagnostic and mitigation 
program for ZTA to be successful.  End-
to-end continuous monitoring of devices 
that utilize the organization’s technological 
network is essential.

Six elements that make up an Information 
System. They are hardware, software, 
networks, procedures, databases, and 
humans.  The weakest link, yet the strongest 
asset, is the human.  As a result, natural 
tendencies, proclivities, and implicit biases 
allow for system vulnerabilities.  False 
negatives and positives result as causation 
of these human frailties. Securing humans 
begins by educating them on how they are 
negatively affected by lapses in security.  

Cyberattackers often focus on the human as 
the primary target of their attack.  It is therefore 

imperative that security awareness training 
is mandated for the workforce throughout 
the organization. Senior management, from 
the organization’s governing authority to the 
CEO and all throughout the entire chain of 
command must set the example by providing 
leadership and being actively engaged with 
the effort to maintain a culture of security 
within the enterprise.
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