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Cybersecurity and the risk associated with cyber-attacks are frequent 
topics in the Boards of companies. News of cybersecurity threats and attacks 
is now common everyday news, so there is much more awareness. 
The Board is not expecting an explanation of how malware or ransomware 
works. Instead, they want to know how an attack will impact the business. It 
needs to be quantified with business metrics. 
The CISO needs to be an expert in communicating the impact of security to 
the Board. If he speaks the language of the business – in terms of the risks – 
he might win mindshare. That also makes it easier to convince the CFO for 
additional security investment. 
Companies have for long used deceptive techniques like decoys and 
honeypots to trap hackers. But these techniques are evolving, writes Chris 
Roberts, the Chief Security Strategist at Attivo Networks. Chris is an advisory 
board member at EC-Council. Read his views in the BUZZ section. 
These days CISOs have more career options and can pursue other executive 
roles, writes Charles L. (Chuck) McGann, Jr., in the INSIGHTS section. This is 
good news, and it should open the door for security professionals who are 
looking for alternative avenues of growth or responsibility, outside the CISO 
function. Chuck is a nationally recognized information security professional 
and the former Co-Chair of the (ISC)2 Government Advisory Board on 
Cyber Security. He is also engaged with the EC-Council to facilitate the 
Certified Chief Information Security Officer program. 
Tell us what you think of this issue. If you have any suggestions, comments or
queries, please reach us at editorial@cisomag.com.

* Responsible for selection of news under PRB Act. Printed & Published by Apoorba Kumar, E-Commerce Consultants Pvt. Ltd., Editor: Brian Pereira.
The publishers regret that they cannot accept liability for errors & omissions contained in this publication, howsoever caused. The opinion & views contained in this publication are not 
necessarily those of the publisher. Readers are advised to seek specialist advice before acting on the information contained in the publication which is provided for general use & may not be 
appropriate for the readers’ particular circumstances. The ownership of trade marks is acknowledged. No part of this publication or any part of the contents thereof may be reproduced, stored 
in a retrieval system, or transmitted in any form without the permission of the publishers in writing.

INDEX

EDITOR’S NOTE

Jay Bavisi
Editor-in-Chief

BUZZ 
Deception all grown up

06

COLLABORATIONS
InfoSec Partnerships

54

IN THE  HOTSEAT
High-Profile Appointments in the 
Cybersecurity World

68

UNDER THE SPOTLIGHT
Julien Legrand, 
Operation Security Manager, Société 
Générale

22

COVER STORY
The Security Aware Enterprise

36

INSIGHT
Career Options for Cybersecurity 

Professionals are Unlimited

12

IN THE NEWS
Top Stories from 

the Cybersecurity World

62

KICKSTARTERS
Startups Making Waves in the 

Cybersecurity World

74
68

1606

74

22 36

54 62

Volume 3 | Issue 9
October 2019

Editorial
International Editor
Amber Pedroncelli

amber.pedroncelli@eccouncil.org

Principal Editor
Brian Pereira

brian.p@eccouncil.org

Senior Feature Writer
Augustin Kurian

augustin.k@eccouncil.org

Feature Writer 
Rudra Srinivas

rudra.s@eccouncil.org

Media and Design
Media Director

Saba Mohammad
saba.mohammad@eccouncil.org

Sr. Graphics Designer
Sameer Surve 

sameer.s@eccouncil.org

UI/UX Designer
Rajashakher Intha 

rajashakher.i@eccouncil.org

Management
Executive Director
Apoorba Kumar*

apoorba@eccouncil.org

Senior Director, 
Compliance & Governance

Cherylann Vanderhide
cherylann@eccouncil.org

Deputy Business Head
Jyoti Punjabi

jyoti.punjabi@eccouncil.org

Marketing and Business Development  
Officer

Riddhi Chandra
riddhi.c@eccouncil.org

Digital Marketing Manager
Jiten Waghela

jiten.w@eccouncil.org

Publishing Sales Manager 
Taruna Bose

taruna.b@eccouncil.org

Technology
Director of Technology

Raj Kumar Vishwakarma
rajkumar@eccouncil.org



CISO MAG | OCTOBER 2019 CISO MAG | OCTOBER 2019

VOLUME 3 ISSUE 9

76

VOLUME 3 ISSUE 9
BUZZBUZZ

76

Chris Roberts, Chief Security 
Strategist, Attivo Networks

DECEPTION 
ALL GROWN UP

BUZZBUZZ
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I 
remember the days when we 

built our honeypots on CDs and 

dropped them onto machines 

without hard drives. The days 

when (let’s face it) the idea was 

to research what the heck the attackers 

were doing. If we were lucky, we caught 

one and they hung out for a while, then 

realized they were being taken for a 

fool and moved on. Meanwhile, we 

got some intelligence and carried on 

regardless.

Oh, how the times have changed!

For the last couple of years, a number 

of companies have been working to 

build better and better mousetraps. 

Some have focused on the endpoint, 

some on the SMB market, and others 

have worked to drop decoy machines, 

systems, and all manner of enticing 

morsels of cheese scattered across 

the enterprise in the hope of catching 

attackers as they freely traverse around 

your networks (spoiler alert, I work for 

one of those companies).

One of the challenges has been 

engagement, and, like the art of fishing, 

it can involve long periods of boredom 

wondering if you’ve gotten it right, 

punctuated by short bursts of frenzied 

activity as you realize you’ve either 

hooked Jaws or just another sunken 

tree root.

The other core challenge has been 

“where.” In essence, your entire 

environment is a target, and (as we 

are all well aware) the adversaries 

have had an easy time of coming and 

going through most enterprises with 

little concern for how they initially 

breach and pivot. We all know that 

one of the main components of most 

enterprises is the human, so it stands 

to reason that humans continue to be 

the core focus (after all we’re easily 

fooled, ready to click on anything 

at a moment’s notice, and rarely ask 

for help). However, as times change 

and technology progresses, we have 

to consider the other attack vectors: 

cloud, IoT, mobile, ICS (industrial 

controls/building controls), wearable 

technology, embedded technology 

(human healthcare as well as 

augmentation), transportation, and a 

myriad of other avenues. All of these 

require an engagement fabric that 

deception and detection technologies 

have to be ready for, and many of them 

still require human participation. In 

many cases, this unfortunately means 

that we are protecting our systems 

from the very humans that use them. 

Watch, learn, and engage

So, how do you engage? How do 

you actually lay out bait that’s good 

enough, yet not too good? How do you 

build a mousetrap that blends in but 

also isn’t going to be glossed over as 

“just another machine in the mix”? You 

actively engage. You don’t sit there like 

a frog on a log, waiting for the princess 

to come by. You actually watch, learn, 

and engage. You watch for “tells” and 

for actions. You are the Social Engineer 

of the deception world. Sitting there, 

actively looking at everything around 

you, saying hello to everyone, and 

BUZZ BUZZBUZZ BUZZ
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