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When the first blockchain transaction was 
conducted on Jan 3, 2009, the business 
world noticed and acknowledged 

blockchain as a disruptive technology. Many saw 
it as a solution for bringing trust and transparency 
to digital environments. It was looked at as a 
technology for expanding trade, enabling new 
markets, and providing more transparency in 
business processes. 

In the decade that followed, organizations 
in various industries undertook blockchain 
pilots to explore business value derived from 
the blockchain. Through various experiments, 
they were hoping to solve counterfeiting and 
fraud, challenges with data management, 
and inefficiencies caused by opaque, manual 
processes and outdated systems of records. 

Gartner estimates that blockchain could generate 
as much as $3.1 trillion in new business value 
by 2030 – half of it by 2025, which is just four 
years away. There will be enormous demand for 
applications that are designed for operational 
improvement, says Gartner. 

From a security standpoint, Encryption and 
Immutability stand out from the five elements 
of blockchain. The other three elements being 
Distribution, Tokenization, and Decentralization. 
(The Real Business of Blockchain, David Furlonger 
and Christophe Uzureau, HBR Press.)

THE DARK SIDE

While blockchain enables secure transactions, 
the technology can also be misused. I am not 
saying there are vulnerabilities in the technology 
that can be exploited. Blockchain technology by 
itself is rock stable and watertight. Rather, there 
are weaknesses in the supporting infrastructure 
and ecosystem. 

In our cover story on page 52, Srinivas 
Balantrapu, Director and Head of India-
Cyber Security and Blockchain COE, Conduent, 
writes about the promising applications of 
blockchain and the dark side or misuse of DeFi 
(decentralized finance). He offers details about 
how malicious actors target crypto exchanges 
and how their greed leads to illicit crypto mining 
activities. Balantrapu says DeFi is vulnerable to 
the probability of projects turning out to be fraud 
or abscondment post-investment.

In our Insight section on page 44, Sriram Tarikere, 
Senior Director with Alvarez & Marsal’s Global 
Cyber Risk Services in New York, writes about 
blockchain’s unique security challenges/threats 
and the underlying infrastructure. Endpoint 
vulnerabilities, untested code, and third-party 
risks can derail any blockchain solution.

Be sure to read our Survey Report on page 72.  
EC-Council’s Cyber Research cell conducted 
a survey to determine the state and impact 
of blockchain technology on businesses, their 
operations, and related information security. 
Security is seen as the direct result of blockchain 
implementation by nearly two-thirds of the 
survey respondents.

To conclude, in Sriram Tarikere’s words: 
Blockchain is a revolutionary technology. It 
can completely transform insurance, banking, 
health care, entertainment, manufacturing, and 
the agricultural industry with its decentralized 
structure. But blindly adopting it without 
addressing the cybersecurity of the entire 
ecosystem can prove to be a critical flaw.

Editor-in-Chief

Brian Pereira
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3 Ways the Federal Government Is Using 
Technology to Advance Cybersecurity 

When it comes to cybersecurity, 
the federal government is putting 
out fires every day — and it can 

be exhausting. Like most organizations, 
the government has traditionally defended 
the network perimeter firewalls and 
antivirus software. Unfortunately, it has 
become clear that adversaries have long 
since broken through those barriers 
using modern techniques such as social 
engineering, phishing, drive-by downloads, 
identity theft and impersonation.

Protecting any enterprise against today’s 
cybercriminals — let alone nation-state 
threats — is a challenging task, given 
the volume, variety, and age of many 
government systems. With the rise of 
third-party breaches, the government 
needs to ensure its vendors and suppliers 
can protect their systems. Attivo Networks 
works closely with the government to help 
them implement innovative cybersecurity 
technology and steers best practices and 
policy conversations in a more secure 
direction.
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Here are three government initiatives to 
advance cybersecurity.

1. Collaborating with Experts to 
Better Secure the Government and 
its Partners 

It is important for cybersecurity organizations 
to be more than just manufacturers supplying 
technology to the government. For instance, 
Attivo Networks has built collaborative 
relationships with government agencies 
to help deliver more robust, more tailored 
solutions. This is essential in areas of critical 
infrastructure, intelligence, defense, and 
others that have specific needs that can only 
be addressed by a partner with a thorough 
understanding of the particular challenges 
they face and gaps they need to fill.

Information sharing has also become a 
priority within the government, and the recent 
executive order on cybersecurity emphasized 
the need to share threat information. Today’s 
technology is better than ever at collecting 
adversary intelligence, especially when an 
adversary is tricked into interacting with 
decoy assets while safely cordoned off from 
the rest of the network. Studying indicators 
of compromise (IoCs) and the related tactics, 
techniques, and procedures (TTPs) and 
sharing that information can effectively help 
defenders detect and defend against specific 
attack tactics, even if those tactics have not 
yet been used against them. 

Active cyber defense enables enterprises to 
curate relevant internal threat intelligence 

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/?utm_source=emagazine&utm_medium=pdf&utm_campaign=cisomag_october2021&utm_content=buzz
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