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As the U.S. elections draw near, I am reminded of the
Facebook-Cambridge Analytica data breach reported
in early 2018. Without consent, personal data of millions
of Facebook users was allegedly harvested and sold
to Cambridge Analytica for political advertising. The
massive data scandal eroded Facebook’s reputation,
and users closed their accounts and abandoned
the social media giant with disdain. Remember the
#DeleteFacebook online movement? That one incident
changed the world and became a talking point in data
privacy discussions.
If this incident were to be repeated today, the
organizations involved could be heavily penalized with
stiff fines imposed by GDPR, CCPA, and other regulatory
norms.
But our story is not about fines and loss of reputation.
Organizations are responsible for protecting customer
data, personally identifiable information, confidential
data, intellectual property, and transactional data. Data
sovereignty and data residency are on the compliance
checklist.
Governments, CISOs, and CDOs (Chief Data Officers)
need to have a holistic approach and ensure Data
Security, Data Governance, and Data Integrity through
stringent compliance and policies. They must ensure
that data access is strictly on a need-to-have basis. These are the tenets for customer trust, loyalty, and the reputation of an
organization.
With enterprise infrastructure increasingly moving to the cloud, an organization’s data is in transit through public networks. It
goes to the cloud for processing and is momentarily held in storage buckets or data lakes; it could go to a partner’s network
or database. It is likely to transgress borders at lightning speed and go to servers in other regions and availability zones (a
matter of great concern for government and regulators). It then comes back to storage/a database and finally ends up in
archival or offline backups. So, it is necessary to secure data wherever it exists – throughout the data life cycle.
It is common for enterprises to host their infrastructure in hybrid, multi-cloud environments. In this scenario, it is vital to
implement a singular data protection strategy across an enterprise, on-premise, and hybrid and multi-cloud environments.
This issue of CISO MAG includes our third Market Trends report for the year on Data Security. The aggregated findings in the
report are confirmed by 231 survey respondents and validated by industry experts.
Our latest report observes that 80.95% of respondents want to protect Contact/Identity information, and 77.92%are particular
about Financial/Banking data. Secondary importance is given to Medical Records/EHR, location data, and Biometric data.
Please read the full report on page 54 for other revealing data points and insights.
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Our next Market Trends report will be released in December, focusing on Endpoint Security.
We hope you enjoy reading all the other articles in this issue as well.
Please write to us at editorial@cisomag.com.

Jay Bavisi
Editor-in-Chief
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